
**************************************************************************
USACE /  NAVFAC /  AFCEC /  NASA                UFGS- 28 20 02 ( November  2008)
                                             - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Pr epar i ng Act i v i t y:   USACE                   Super sedi ng
                                             UFGS- 13729 ( Apr i l  2006)

UNI FI ED FACI LI TI ES GUI DE SPECI FI CATI ONS

Ref er ences ar e i n agr eement  wi t h UMRL dat ed Oct ober  2018
**************************************************************************

SECTI ON TABLE OF CONTENTS

DI VI SI ON 28 -  ELECTRONI C SAFETY AND SECURI TY

SECTI ON 28 20 02

CENTRAL MONI TORI NG SERVI CES FOR ELECTRONI C SECURI TY SYSTEMS

11/08

PART 1   GENERAL

  1. 1   REFERENCES
  1. 2   SUMMARY
    1. 2. 1   Gener al  Syst em Descr i pt i on
    1. 2. 2   Redundant  Moni t or i ng Faci l i t y
  1. 3   SUBMI TTALS
  1. 4   QUALI TY ASSURANCE
    1. 4. 1   Moni t or i ng Faci l i t y  Per sonnel  Hi r i ng Pr act i ces
    1. 4. 2   Moni t or i ng Faci l i t y  Oper at or  Qual i f i cat i ons
      1. 4. 2. 1   Cent r al  St at i on Oper at or  Cer t i f i cat es
      1. 4. 2. 2   I n- House Tr ai ni ng
    1. 4. 3   Regul at or y Requi r ement s
      1. 4. 3. 1   Secur i t y Al ar m Syst ems
      1. 4. 3. 2   Cent r al  Moni t or i ng Faci l i t y  St af f i ng
      1. 4. 3. 3   Cent r al  Moni t or i ng of  Hi gh Secur i t y Asset s
    1. 4. 4   I nsur ance
    1. 4. 5   Pr ocedur e Devel opment  Conf er ence
      1. 4. 5. 1   Schedul i ng and Locat i on
      1. 4. 5. 2   Oper at i ng Pr ocedur e Pl an
      1. 4. 5. 3   Pl an Ver i f i cat i on

PART 2   PRODUCTS

PART 3   EXECUTI ON

  3. 1   I NTERFACE
    3. 1. 1   Al ar m Si gnal  For mat
    3. 1. 2   Communi cat i on Means
  3. 2   AUDI O VERI FI CATI ON
  3. 3   VI DEO VERI FI CATI ON

- -  End of  Sect i on Tabl e of  Cont ent s - -

SECTI ON 28 20 02  Page 1



**************************************************************************
USACE /  NAVFAC /  AFCEC /  NASA                UFGS- 28 20 02 ( November  2008)
                                             - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Pr epar i ng Act i v i t y:   USACE                   Super sedi ng
                                             UFGS- 13729 ( Apr i l  2006)

UNI FI ED FACI LI TI ES GUI DE SPECI FI CATI ONS

Ref er ences ar e i n agr eement  wi t h UMRL dat ed Oct ober  2018
**************************************************************************

SECTI ON 28 20 02

CENTRAL MONI TORI NG SERVI CES FOR ELECTRONI C SECURI TY SYSTEMS
11/08

**************************************************************************
NOTE:   Thi s gui de speci f i cat i on cover s t he 
r equi r ement s f or  cent r al  moni t or i ng ser vi ces f or  
el ect r oni c secur i t y syst ems.

Adher e t o UFC 1- 300- 02 Uni f i ed Faci l i t i es Gui de 
Speci f i cat i ons ( UFGS)  For mat  St andar d when edi t i ng 
t hi s gui de speci f i cat i on or  pr epar i ng new pr oj ect  
speci f i cat i on sect i ons.   Edi t  t hi s gui de 
speci f i cat i on f or  pr oj ect  speci f i c  r equi r ement s by 
addi ng,  del et i ng,  or  r evi s i ng t ext .   For  br acket ed 
i t ems,  choose appl i cabl e i t em( s)  or  i nser t  
appr opr i at e i nf or mat i on.

Remove i nf or mat i on and r equi r ement s not  r equi r ed i n 
r espect i ve pr oj ect ,  whet her  or  not  br acket s ar e 
present.

Comment s,  suggest i ons and r ecommended changes f or  
t hi s gui de speci f i cat i on ar e wel come and shoul d be 
submi t t ed as a Cr i t er i a Change Request  ( CCR) .

**************************************************************************

PART 1   GENERAL

**************************************************************************
NOTE:   Thi s gui de speci f i cat i on speci f i es moni t or i ng 
f aci l i t y  cr i t er i a.   Thi s speci f i cat i on does not  
cover  r equi r ement s per t ai ni ng t o t he i nst al l at i on of  
al ar m syst ems at  a pr ot ect ed s i t e moni t or ed by a 
cent r al  moni t or i ng f aci l i t y .

A moni t or i ng f aci l i t y ,  as used i n t hi s document ,  i s  
a bui l di ng,  an of f i ce,  or  a sui t e of  of f i ces t hat  
houses t he secur i t y syst em cent r al  st at i on and 
moni t or i ng per sonnel .   I n t hi s t ype syst em,  t he 
oper at i on of  al ar m devi ces and el ect r i cal  c i r cui t s  
i s  aut omat i cal l y  s i gnal ed t o,  r ecor ded,  mai nt ai ned,  
and super vi sed f r om a cent r al  st at i on wi t h per sons 
i n at t endance at  al l  t i mes.   These per sons moni t or  
t he s i gnal s and di spat ch t he r esponse f or ce t o any 

SECTI ON 28 20 02  Page 2



unaut hor i zed ent r y i nt o t he pr ot ect ed ar ea.   
Connect i on of  al ar m equi pment  t o t he cent r al  
moni t or i ng f aci l i t y  may be over  l eased t el ephone 
company l i nes.

**************************************************************************

1. 1   REFERENCES

**************************************************************************
NOTE:   Thi s par agr aph i s used t o l i s t  t he 
publ i cat i ons c i t ed i n t he t ext  of  t he gui de 
speci f i cat i on.   The publ i cat i ons ar e r ef er r ed t o i n 
t he t ext  by basi c desi gnat i on onl y and l i s t ed i n 
t hi s par agr aph by or gani zat i on,  desi gnat i on,  dat e,  
and t i t l e.
 
Use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
when you add a Ref er ence I dent i f i er  ( RI D)  out s i de of  
t he Sect i on' s Ref er ence Ar t i c l e t o aut omat i cal l y  
pl ace t he r ef er ence i n t he Ref er ence Ar t i c l e.   Al so 
use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
t o updat e t he i ssue dat es.
 
Ref er ences not  used i n t he t ext  wi l l  aut omat i cal l y  
be del et ed f r om t hi s sect i on of  t he pr oj ect  
speci f i cat i on when you choose t o r econci l e 
r ef er ences i n t he publ i sh pr i nt  pr ocess.

**************************************************************************

The publ i cat i ons l i s t ed bel ow f or m a par t  of  t hi s speci f i cat i on t o t he 
ext ent  r ef er enced.   The publ i cat i ons ar e r ef er r ed t o wi t hi n t he t ext  by t he 
basi c desi gnat i on onl y.

U. S.  DEFENSE I NTELLI GENCE AGENCY ( DI A)

DI A DCI D 6/ 9 ( 2002)  Physi cal  Secur i t y St andar ds f or  
Sensi t i ve Compar t ment ed I nf or mat i on 
Facilities

U. S.  DEPARTMENT OF DEFENSE ( DOD)

DOD 5100. 76- M ( 2012;  Change 1- 2018)  Physi cal  Secur i t y of  
Sensi t i ve Convent i onal  Ar ms,  Ammuni t i on,  
and Expl osi ves

DOD 5220. 22- M ( 2006;  Change 1- 2013;  Change 2- 2016)  
Nat i onal  I ndust r i al  Secur i t y Pr ogr am 
Oper at i ng Manual  ( NI SPOM)

UNDERWRI TERS LABORATORI ES ( UL)

UL 1981 ( 2014;  Repr i nt  Apr  2015)  St andar d f or  
Cent r al  St at i on Aut omat i on Syst ems

UL 2050 ( 2003;  4t h Edi t i on)  St andar d f or  Nat i onal  
I ndust r i al  Secur i t y Syst ems f or  t he 
Pr ot ect i on of  Cl assi f i ed Mat er i al s 
( l i mi t ed di st r i but i on publ i cat i on,  di r ect  
pur chase r equest  wi t h j ust i f i cat i on t o UL)
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UL 827 ( 2014;  Repr i nt  Apr  2018) UL St andar d f or  
Saf et y Cent r al - St at i on Al ar m Ser vi ces

1. 2   SUMMARY

1. 2. 1   Gener al  Syst em Descr i pt i on

Pr ovi de cent r al  moni t or i ng ser vi ces,  i ncl udi ng associ at ed f aci l i t i es,  
equi pment ,  appur t enances and t r ai ned per sonnel  f or  t he ser vi ce of  r emot el y 
moni t or i ng al ar m syst ems and t aki ng act i ons as appr opr i at e.   The cent r al  
moni t or i ng f aci l i t y  shal l  be capabl e of  moni t or i ng secur i t y r el at ed al ar m 
syst ems and shal l  be i n compl i ance wi t h UL 827 and UL 2050.   The cent r al  
moni t or i ng f aci l i t y  shal l  be st af f ed and i n oper at i on at  al l  t i mes.

[ 1. 2. 2   Redundant  Moni t or i ng Faci l i t y

**************************************************************************
NOTE:   A r edundant  moni t or i ng f ac i l i t y  i s  t ypi cal l y  
not  necessar y.   Faci l i t i es meet i ng UL r equi r ement s,  
have r edundancy on cr i t i cal  syst ems and ar e 
i nher ent l y r el i abl e.   However ,  r equi r i ng a r edundant  
f aci l i t y  woul d al l ow si gnal s t o be r er out ed i n t he 
event  of  a di sast er  at  t he pr i mar y moni t or i ng 
f aci l i t y  wi t h t he br eak i n t he cont i nui t y of  
moni t or i ng ser vi ce bei ng mi ni mi zed.   Requi r i ng a 
r edundant  moni t or i ng f aci l i t y  shoul d be based on t he 
i mpor t ance of  t he pr ot ect ed s i t e.   Desi gner  shoul d 
conf i r m wi t h t he owner  of  t he pr ot ect ed s i t e as t o 
whet her  a r edundant  moni t or i ng f aci l i t y  i s  r equi r ed.

Pr act i ces t hat  ar e cur r ent l y i n use i n t he al ar m 
i ndust r y woul d r out e al ar m si gnal s t o a f aci l i t y  
t hat  i s  st af f ed and oper at i ng.   Thus,  i t  i s  
unnecessar y t o per mi t  an ext ensi ve br eak i n t he 
cont i nui t y of  moni t or i ng ser vi ce.   The desi gner  
shoul d consi der  what  l engt h of  t i me i s accept abl e 
f or  a br eak i n t he cont i nui t y of  moni t or i ng ser vi ce 
based on t he pr ot ect ed s i t e bei ng moni t or ed.

**************************************************************************

Pr ovi de a r edundant  moni t or i ng f aci l i t y  i n addi t i on t o t he pr i mar y 
moni t or i ng f aci l i t y  i n t he event  t hat  t he pr i mar y moni t or i ng f aci l i t y  i s  
di sabl ed.   I n t hat  case,  r er out e al l  al ar m si gnal s t o t he r edundant  
moni t or i ng f aci l i t y  such t hat  t her e i s [ no]  [ l ess t han a 15 mi nut e]  [ l ess 
t han a t hi r t y mi nut e]  [ _____]  br eak i n t he cont i nui t y of  moni t or i ng 
ser vi ce.   The r edundant  f aci l i t y ,  when manned,  shal l  meet  t he r equi r ement s 
cover ed i n t hi s speci f i cat i on f or  t he pr i mar y moni t or i ng f aci l i t y .

] 1. 3   SUBMITTALS

**************************************************************************
NOTE:   Revi ew submi t t al  descr i pt i on ( SD)  def i ni t i ons 
i n Sect i on 01 33 00 SUBMI TTAL PROCEDURES and edi t  
t he f ol l owi ng l i s t  t o r ef l ect  onl y t he submi t t al s 
r equi r ed f or  t he pr oj ect .

The Gui de Speci f i cat i on t echni cal  edi t or s have 
desi gnat ed t hose i t ems t hat  r equi r e Gover nment  
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appr oval ,  due t o t hei r  compl exi t y  or  cr i t i cal i t y ,  
wi t h a " G. "   Gener al l y,  ot her  submi t t al  i t ems can be 
r evi ewed by t he Cont r act or ' s Qual i t y Cont r ol  
Syst em.   Onl y add a “ G”  t o an i t em,  i f  t he submi t t al  
i s  suf f i c i ent l y i mpor t ant  or  compl ex i n cont ext  of  
t he pr oj ect .

For  submi t t al s r equi r i ng Gover nment  appr oval  on Ar my 
pr oj ect s,  a code of  up t o t hr ee char act er s wi t hi n 
t he submi t t al  t ags may be used f ol l owi ng t he " G"  
desi gnat i on t o i ndi cat e t he appr ovi ng aut hor i t y.   
Codes f or  Ar my pr oj ect s usi ng t he Resi dent  
Management  Syst em ( RMS)  ar e:   " AE"  f or  
Ar chi t ect - Engi neer ;  " DO"  f or  Di st r i c t  Of f i ce 
( Engi neer i ng Di v i s i on or  ot her  or gani zat i on i n t he 
Di st r i c t  Of f i ce) ;  " AO"  f or  Ar ea Of f i ce;  " RO"  f or  
Resi dent  Of f i ce;  and " PO"  f or  Pr oj ect  Of f i ce.   Codes 
f ol l owi ng t he " G"  t ypi cal l y  ar e not  used f or  Navy,  
Ai r  For ce,  and NASA pr oj ect s.

The " S"  f ol l owi ng a submi t t al  i t em i ndi cat es t hat  
t he submi t t al  i s  r equi r ed f or  t he Sust ai nabi l i t y  
eNot ebook t o f ul f i l l  f eder al l y  mandat ed sust ai nabl e 
r equi r ement s i n accor dance wi t h Sect i on 01 33 29 
SUSTAI NABI LI TY REPORTI NG.   Locat e t he " S"  submi t t al  
under  t he SD number  t hat  best  descr i bes t he 
submi t t al  i t em.

Choose t he f i r st  br acket ed i t em f or  Navy,  Ai r  For ce 
and NASA pr oj ect s,  or  choose t he second br acket ed 
i t em f or  Ar my pr oj ect s.

**************************************************************************

Gover nment  appr oval  i s  r equi r ed f or  submi t t al s wi t h a " G"  desi gnat i on;  
submi t t al s not  havi ng a " G"  desi gnat i on ar e f or  [ Cont r act or  Qual i t y  Cont r ol  
appr oval . ]  [ i nf or mat i on onl y.   When used,  a desi gnat i on f ol l owi ng t he " G"  
desi gnat i on i dent i f i es t he of f i ce t hat  wi l l  r evi ew t he submi t t al  f or  t he 
Gover nment . ]   Submi t t al s wi t h an " S"  ar e f or  i ncl usi on i n t he 
Sust ai nabi l i t y  eNot ebook,  i n conf or mance t o Sect i on 01 33 29 SUSTAI NABI LI TY 
REPORTI NG.   Submi t  t he f ol l owi ng i n accor dance wi t h Sect i on 01 33 00 
SUBMI TTAL PROCEDURES:

SD- 07 Cer t i f i cat es

Hi r i ng Pr act i ces Out l i ne;  G[ ,  [ _____] ]
Cent r al  St at i on Oper at or  Cer t i f i cat es;  G[ ,  [ _____] ]
I n- House Tr ai ni ng Out l i ne;  G[ ,  [ _____] ]
Al ar m Hi st or y Repor t ;  G[ ,  [ _____] ]
UL Cer t i f i cat e of  Compl i ance;  G[ ,  [ _____] ]
Not ar i zed Af f i davi t ;  G[ ,  [ _____] ]
Pr oof  of  I nsur ance;  G[ ,  [ _____] ]
Oper at i ng Pr ocedur e Pl an;  G[ ,  [ _____] ]

1. 4   QUALI TY ASSURANCE

1. 4. 1   Moni t or i ng Faci l i t y  Per sonnel  Hi r i ng Pr act i ces

**************************************************************************
NOTE:   Hi r i ng pr act i ces ar e t ypi cal l y  i ncor por at ed 
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t hat  l ead t o empl oyi ng upst andi ng and r el i abl e 
personnel.

**************************************************************************

Demonst r at e t he exi st ence of  a pr e- hi r e scr eeni ng pr ocess.   Sat i sf act or y 
r esul t s f or  each segment  of  t he scr eeni ng pr ocess shal l  be a r equi r ement  
f or  any empl oyment  oppor t uni t y.   The pr ocess shal l ,  at  a mi ni mum,  i ncl ude 
t he f ol l owi ng segment s:

a.   f el ony convi ct i on scr eeni ng
b.   dr ug scr eeni ng
c.   pr evi ous empl oyment  st at ement  ver i f i cat i on
d.   [ a t wo- year  degr ee]

Submi t  a hi r i ng pr act i ces out l i ne det ai l i ng t he pr e- hi r e scr eeni ng 
pr act i ces cur r ent l y i n pl ace.

1. 4. 2   Moni t or i ng Faci l i t y  Oper at or  Qual i f i cat i ons

Each moni t or i ng f aci l i t y  oper at or  assi gned t o moni t or  al ar ms under  t hi s 
cont r act  shal l  be qual i f i ed as speci f i ed i n t hi s sect i on.

1. 4. 2. 1   Cent r al  St at i on Oper at or  Cer t i f i cat es

Moni t or i ng f aci l i t y  oper at or s shal l  be Secur i t y I ndust r y Associ at i on ( SI A)  
t r ai ned and cer t i f i ed as Cent r al  St at i on Oper at or s.   Submi t  t he moni t or i ng 
f aci l i t y  oper at or s '  cur r ent  Cent r al  St at i on Oper at or  Cer t i f i cat es ver i f y i ng 
t hat  each moni t or i ng f aci l i t y  oper at or  has compl et ed and passed t he SI A 
Cent r al  St at i on Oper at or  cour se.

1. 4. 2. 2   I n- House Tr ai ni ng

Tr ai n moni t or i ng f aci l i t y  oper at or s on f aci l i t y  speci f i c  equi pment  and 
pol i c i es.   Submi t  an i n- house t r ai ni ng out l i ne det ai l i ng f aci l i t y  speci f i c  
t r ai ni ng r equi r ement s t hat  each moni t or i ng f aci l i t y  oper at or  must  compl et e.

1. 4. 3   Regul at or y Requi r ement s

**************************************************************************
NOTE:   UL 827,  Cent r al  St at i on Al ar m Ser vi ces i s t he 
UL st andar d t hat  cover s cent r al  moni t or i ng 
f aci l i t i es.   Under  UL 827,  t hr ee cat egor i es exi st .   
Each cat egor y i s  i dent i f i ed by i t s  UL Cat egor y 
Cont r ol  Number  ( CCN) .   The cat egor i es and t hei r  
r espect i ve CCN ar e as f ol l ows:

Pr ot ect i ve Si gnal  Ser vi ces -  Cent r al  St at i on ( UUFX)
Bur gl ar  Al ar m Syst ems -  Cent r al  St at i on ( CPVX)
Moni t or i ng St at i on,  Resi dent i al  ( CVSU)

Wher e t he asset ( s)  t o be moni t or ed consi st ( s)  onl y 
of  one or  any combi nat i on of  t he f ol l owi ng t hr ee 
cases,  omi t  t he par agr aph bel ow and i ncl ude 
par agr aph t i t l ed:  Cent r al  Moni t or i ng of  Hi gh 
Secur i t y Asset s,  bel ow.

1.   The asset ( s)  i s( ar e)  under  t he aut hor i t y of  t he 
Nat i onal  I ndust r i al  Secur i t y Pr ogr am.
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2.   The asset ( s)  i s( ar e)  Sensi t i ve Compar t ment ed 
Information.

3.   The asset ( s)  i s( ar e)  Ar ms,  Ammuni t i on and 
Explosives.

**************************************************************************

Al l  al ar ms moni t or ed under  t hi s cont r act  shal l  be r ecei ved and handl ed on 
syst ems and at  f aci l i t i es t hat  ar e i n compl i ance wi t h r egul at or y 
r equi r ement s speci f i ed i n t hi s sect i on.

1. 4. 3. 1   Secur i t y Al ar m Syst ems

Pr ovi de a moni t or i ng f aci l i t y  t hat  i s  i n compl i ance wi t h UL 827,  Cent r al  
St at i on Al ar m Ser vi ces.   Det er mi ne compl i ance by a UL- Li st i ng i n any of  t he 
f ol l owi ng t hr ee cat egor i es:

a.   UUFX ( Pr ot ect i ve Si gnal  Ser vi ces -  Cent r al  St at i on)
b.   CPVX ( Bur gl ar  Al ar m Syst ems -  Cent r al  St at i on)
c.   CVSU ( Moni t or i ng St at i on,  Resi dent i al )

Subst ant i at e UL- Li st i ng i n any of  t he above cat egor i es by submi t t i ng t he 
associ at ed UL Cer t i f i cat e of  Compl i ance.

 1. 4. 3. 2   Cent r al  Moni t or i ng Faci l i t y  St af f i ng

**************************************************************************
NOTE:   UL r evi ews t he act i ons t aken i n r esponse t o 
al ar m si gnal s gener at ed by UL cer t i f i cat ed al ar m 
syst ems.   UL does not  r evi ew t he handl i ng of  al ar m 
si gnal s t hat  ar e not  gener at ed f r om UL cer t i f i ed 
al ar m syst ems.   UL onl y addr esses al ar m si gnal s f r om 
non- cer t i f i ed al ar m syst ems i f  t hey i nt er f er e wi t h 
t he handl i ng of  al ar m si gnal s f r om UL cer t i f i ed 
al ar m syst ems.   The handl i ng of  al ar m si gnal s i s  
af f ect ed by t he cent r al  moni t or i ng f aci l i t y  
st af f i ng.   Speci f y an al ar m hi st or y r epor t  be 
submi t t ed pr i or  t o sel ect i ng a cent r al  moni t or i ng 
f aci l i t y  t o ver i f y t hat  t he moni t or i ng f aci l i t y  i s  
st af f ed such t hat  al l  al ar ms have been acknowl edged 
and a r esponse t o t he al ar m has been i ni t i at ed 
wi t hi n 45 seconds per  UL 1981.

Sel ect  i t em " a. "  t o r equi r e compl i ance t o t he 45 
second st af f i ng r equi r ement .   Sel ect  i t em " b. "  t o 
exceed t he 45 second st af f i ng r equi r ement  and 
speci f y a new t i me i n t he bl ank space pr ovi ded.

**************************************************************************

UL 1981 r equi r es moni t or i ng f aci l i t y  st af f i ng be such t hat  al l  al ar m 
si gnal s be acknowl edged and t he appr opr i at e di spat ch or  ver i f i cat i on act i on 
be i ni t i at ed not  mor e t han 45 seconds af t er  t he moni t or i ng f aci l i t y  
r ecei ver  acknowl edges t o t he al ar m panel  at  t he pr ot ect ed s i t e t hat  t he 
al ar m si gnal  has been r ecei ved ( r ecei ver  k i ss- of f  s i gnal ) .

[ a.   St af f i ng at  t he cent r al  moni t or i ng f aci l i t y  shal l  be such t hat  i t  i s  i n 
compl i ance wi t h UL 1981. ]

[ b.   St af f i ng at  t he cent r al  moni t or i ng f aci l i t y  shal l  exceed r equi r ement s 

SECTI ON 28 20 02  Page 7



in UL 1981.   St af f i ng shal l  be such t hat  al l  al ar m si gnal s be 
acknowl edged and t he appr opr i at e di spat ch or  ver i f i cat i on act i on be 
i ni t i at ed not  mor e t han [ _____]  seconds af t er  t he moni t or i ng f aci l i t y  
r ecei ver  acknowl edges t o t he al ar m panel  at  t he pr ot ect ed s i t e t hat  t he 
al ar m si gnal  has been r ecei ved ( r ecei ver  k i ss- of f  s i gnal ) . ]

Submi t  an al ar m hi st or y r epor t  l i s t i ng al l  al ar ms r ecei ved on [ speci f y 
unannounced dat e her e]  bet ween [ speci f y st ar t  t i me her e]  and [ speci f y end 
t i me her e] .   The dat e,  t i me,  and t ype ( such as bur gl ar ,  pani c,  t r oubl e)  of  
each r ecei ved al ar m si gnal  as wel l  as t he dat e and t i me at  whi ch t he 
oper at or  i ni t i at ed a r esponse ( such as ver i f i cat i on or  di spat ch)  shal l  be 
i ncl uded i n t he r epor t .

[ 1. 4. 3. 3   Cent r al  Moni t or i ng of  Hi gh Secur i t y Asset s

**************************************************************************
NOTE:   Requi r ement s r el at ed t o equi pment  at  t he 
pr ot ect ed s i t e as wel l  as dat a t r ansmi ssi on and 
r esponse f or ces ar e not  wi t hi n t he scope of  t hi s 
gui de speci f i cat i on.   The DCI D 6/ 9,  NI SPOM and t he 
AA&E manual  pr ovi de r equi r ement s f or  al l  aspect s of  
a secur i t y syst em i ncl udi ng i nst al l at i on gui del i nes,  
mai nt enance,  and t est i ng of  equi pment  i nst al l ed at  a 
pr ot ect ed s i t e as wel l  as r equi r ement s f or  
moni t or i ng f aci l i t y  oper at i ons and st af f i ng.

Not e t hat  i ncl usi on of  t he par agr aph bel ow does not  
r equi r e compl i ance wi t h t he sel ect ed gover nment  
secur i t y document  i n i t s  ent i r et y ( i . e.  i t  does not  
i nvoke r equi r ement s r el at ed t o equi pment  at  t he 
pr ot ect ed s i t e) .   However ,  desi gner  must  ensur e t hat  
t he al ar m equi pment  i nst al l ed at  t he pr ot ect ed s i t e 
compl i es wi t h r egul at or y and UL 2050 r equi r ement s.

The par agr aph bel ow shoul d onl y be i ncl uded when i t  
i s  mandat or y t hat  t he moni t or i ng f aci l i t y  meet  
r equi r ement s of  t he DCI D 6/ 9,  NI SPOM,  or  t he AA&E 
manual.

**************************************************************************

Submi t  a not ar i zed af f i davi t  at t est i ng t o compl i ance wi t h ei t her  of  t he 
f ol l owi ng r ef er enced st andar ds:

a.   UL 827 and t he r equi r ement s of  UL 2050,  sect i on 7,  and of  [ DI A DCI D 6/ 9
]  [ DOD 5220. 22- M,  NI SPOM]  [ DOD 5100. 76- M,  AA&E Manual ]  as appl i cabl e t o 
t he moni t or i ng f aci l i t y  onl y,  or

b.   UL 2050,  sect i on 6,  and of  [ DI A DCI D 6/ 9]  [ DOD 5220. 22- M,  NI SPOM]  [
DOD 5100. 76- M,  AA&E Manual ]  as appl i cabl e t o t he moni t or i ng f aci l i t y  
onl y when t he ar ea bei ng moni t or ed i s [ under  t he aut hor i t y of  t he 
Nat i onal  I ndust r i al  Secur i t y Pr ogr am]  [ Sensi t i ve Compar t ment ed 
I nf or mat i on]  [ Ar ms,  Ammuni t i on and Expl osi ves] .

] 1. 4. 4   Insurance

Cont r act or  i s  r equi r ed t o car r y not  l ess t han $1, 000, 000 i n gener al  
l i abi l i t y  i nsur ance, i ncl udi ng cover age f or  omi ssi ons and er r or s.   Submi t  
pr oof  of  i nsur ance.
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1. 4. 5   Pr ocedur e Devel opment  Conf er ence

Hol d a pr ocedur e devel opment  conf er ence,  pr i or  t o t he st ar t  of  al ar m si gnal  
moni t or i ng.   The pur pose of  t hi s conf er ence i s t o est abl i sh a c l ear  
under st at i ng of  st ep- by- st ep i nst r uct i ons f or  handl i ng each t ype of  al ar m 
si gnal  t o be moni t or ed under  t hi s  cont r act .   At t endees shal l  i ncl ude,  at  a 
mi ni mum,  a f aci l i t y  manager  of  t he moni t or i ng f aci l i t y  and appr opr i at e 
Gover nment  per sonnel .   Topi cs f or  di scussi on shal l  i ncl ude:   al ar m si gnal  
t ypes and t he cor r espondi ng oper at or  act i ons,  t he or der  i n whi ch oper at or  
act i ons ar e t aken,  Gover nment  cont act  i nf or mat i on and al t er nat e Gover nment  
cont act  i nf or mat i on.   Ot her  t opi cs f or  di scussi on may i ncl ude:  when cancel  
codes ar e r equi r ed,  al ar m l og cont ent ,  how of t en an al ar m l og wi l l  be 
submi t t ed,  what  s i gnal s ar e t o be f l agged i n t he al ar m l og,  what  oper at or  
act i ons ar e t o be t aken i f  a s i gnal  f ai l s  t o r est or e,  and ot her  t opi cs 
deemed necessar y by t he at t endees.

1. 4. 5. 1   Schedul i ng and Locat i on

Coor di nat e t he schedul i ng and l ocat i on of  t he pr ocedur e devel opment  
conf er ence.   Pr ovi de not i f i cat i on of  schedul i ng and l ocat i on i nf or mat i on t o 
[ t he Gover nment ]  [ _____]  [ t wo weeks]  [ _____]  pr i or  t o t he conf er ence dat e.   
Not i f i cat i on i nf or mat i on shal l  i ncl ude t he pr ocedur e devel opment  conf er ence 
dat e,  t i me,  l ocat i on,  t he at t endees who wi l l  r epr esent  t he Cont r act or ,  and 
t hei r  t i t l es.

1. 4. 5. 2   Oper at i ng Pr ocedur e Pl an

**************************************************************************
NOTE:   Sel ect ,  i n t he par agr aph bel ow,  t he oper at i ng 
pr ocedur e pl an submi t t al  dat e r el at i ve t o t he st ar t  
of  al ar m si gnal  moni t or i ng or  r el at i ve t o t he 
pr ocedur e devel opment  conf er ence.

**************************************************************************

[ Pr i or  t o t he st ar t  of  al ar m si gnal  moni t or i ng]  [ Wi t hi n [ _____]  days 
f ol l owi ng t he pr ocedur e devel opment  conf er ence] ,  submi t  f or  r evi ew a 
compr ehensi ve oper at i ng pr ocedur e pl an det ai l i ng al ar m si gnal  t ypes and t he 
cor r espondi ng oper at or  act i ons,  t he or der  i n whi ch t he oper at or  act i ons ar e 
t o be t aken,  Gover nment  cont act  i nf or mat i on,  al t er nat e Gover nment  cont act  
i nf or mat i on,  and ot her  r el evant  t opi cs di scussed at  t he pr ocedur e 
devel opment  conf er ence.

1. 4. 5. 3   Pl an Ver i f i cat i on

Ver i f y [ annual l y ]  [ _____]  wi t h t he Gover nment ,  t he i nf or mat i on i n t he 
oper at i ng pr ocedur e pl an,  i ncl udi ng Gover nment  cont act  and oper at i ng 
pr ocedur e i nf or mat i on.   Updat e and submi t  t he ver i f i ed pl an t o t he 
Government.

PART 2   PRODUCTS

Not  used
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PART 3   EXECUTI ON

3. 1   INTERFACE

3. 1. 1   Al ar m Si gnal  For mat

**************************************************************************
NOTE:   Li st ed bel ow ar e sever al  exampl es of  t he 
numer ous possi bl e al ar m si gnal  f or mat s.   Speci f y t he 
al ar m si gnal  f or mat ( s)  cor r espondi ng t o t he 
f or mat ( s)  pr oduced by t he al ar m syst em i nst al l ed at  
t he pr ot ect ed l ocat i on.

**************************************************************************

Cont r act or  shal l  be capabl e of  r ecei v i ng and pr ocessi ng t he f ol l owi ng al ar m 
si gnal  [ f or mat ]  [ f or mat s] .

a.   [ Ademco Cont act  I D]
b.   [ FBI  Super f ast ]
c.   [ 4+1]
d.   [ 4+1 Ext ended]
e.   [ SI A]
f .   [ Radi oni cs BFSK]

3. 1. 2   Communi cat i on Means

**************************************************************************
NOTE:   Speci f y t he pr i mar y communi cat i on means and,  
i f  used,  t he back- up communi cat i ons means.   I n t he 
bl ank spaces f ol l owi ng t he l i s t ed communi cat i on 
means i ndi cat e each as " pr i mar y"  or  " back- up" ,  i f  
used.

**************************************************************************

Cont r act or  shal l  be capabl e of  r ecei v i ng al ar m si gnal s v i a t he f ol l owi ng 
communi cat i ons means.

a.   [ di al - up net wor k] ,  [ _____]
b.   [ cel l ul ar  net wor k] ,  [ _____]
c.   [ l ong- r ange r adi o net wor k] ,  [ _____]
d.   [ I nt er net  ( TCP/ I P) ] ,  [ _____]
e.   [ l eased l i ne ( DSL,  T- 1) ] ,  [ _____]
f .   [ Local  Ar ea Net wor k ( LAN) ] ,  [ _____]
g.   [ Wi de Ar ea Net wor k ( WAN) ] ,  [ _____]

[ 3. 2   AUDI O VERI FI CATI ON

**************************************************************************
NOTE:   Audi o ver i f i cat i on capabi l i t i es may be 
speci f i ed i f  an audi o syst em wi l l  be used at  t he 
pr ot ect ed s i t e.

**************************************************************************

Cont r act or  shal l  be capabl e of  suppor t i ng audi o al ar m ver i f i cat i on.   Audi o 
al ar m ver i f i cat i on suppor t  shal l  be such t hat ,  i n an al ar m event ,  an 
oper at or  can est abl i sh [ t wo- way communi cat i on wi t h a pr ot ect ed s i t e -  
s i mi l ar  t o an i nt er com syst em. ]  [ one- way communi cat i on wi t h a pr ot ect ed 
s i t e. ]   Audi o al ar m ver i f i cat i on shal l  be such t hat  an oper at or  can use i t  
t o hel p det er mi ne what  di spat ch act i on( s)  i s  ( ar e)  appr opr i at e.
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][ 3. 3   VI DEO VERI FI CATI ON

**************************************************************************
NOTE:   Vi deo ver i f i cat i on capabi l i t i es may be 
speci f i ed i f  a v i deo syst em wi l l  be used at  t he 
pr ot ect ed s i t e.   Thi s speci f i cat i on assumes vi deo 
dat a i s not  r ecor ded at  t he cent r al  moni t or i ng 
facility.

Pr esent l y,  t her e ar e no st andar di zed v i deo al ar m 
ver i f i cat i on packages.

Use t he f i r st  br acket ed par agr aph bel ow i f  desi gner  
wi l l  speci f y i nf or mat i on def i ni ng t he v i deo al ar m 
ver i f i cat i on package.   I ncl ude i nf or mat i on t hat  wi l l  
ensur e compat i bi l i t y  bet ween t he pr ot ect ed s i t e and 
t he cent r al  moni t or i ng f aci l i t y .

Use t he second br acket ed par agr aph bel ow i f  
Cont r act or  i s  t o det er mi ne v i deo al ar m ver i f i cat i on 
compat i bi l i t y  bet ween t he cent r al  moni t or i ng 
f aci l i t y  and t he pr ot ect ed s i t e.

**************************************************************************

Cont r act or  shal l  be capabl e of  suppor t i ng v i deo al ar m ver i f i cat i on.   Vi deo 
al ar m ver i f i cat i on suppor t  shal l  be such t hat  al ar m t r i gger ed v i deo medi a 
can be t r ansmi t t ed t o t he cent r al  st at i on and used by an oper at or  t o assess 
pr e- al ar m and post - al ar m vi deo i nf or mat i on.   Vi deo al ar m ver i f i cat i on 
suppor t  shal l  be such t hat  i t  can be used by an oper at or  t o hel p det er mi ne 
what  di spat ch act i on( s)  i s  ( ar e)  appr opr i at e.   [ Pr ovi de r esour ces r equi r ed 
t o be capabl e of  moni t or i ng t he f ol l owi ng v i deo al ar m ver i f i cat i on 
package: [ _____] ]  [ Det er mi ne compat i bi l i t y  wi t h v i deo al ar m ver i f i cat i on 
syst em t o be used at  t he pr ot ect ed s i t e. ]

]         - -  End of  Sect i on - -
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