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No. 2015-12 Issuing Office: CECW-CE  Issued: 04 Aug 15 Expires: 04 Aug 17

SUBJECT: Industrial Control Systems (ICS) Cybersecurity Technical Center of Expertise
(TCX).

CATEGORY: For Information.
1. References:

a. Engineer Regulation (ER) 1110-1-8158, Corps-Wide Centers of Expertise (CX)
Program, Date: 15 April 2011

b. Memorandum for Record (MFR), National Management Board (NMB) Meeting 04
December 2014, Date: 09 December 2014

2. Purpose. This ECB provides information to the Engineering and Construction (E&C)
community concerning the establishment of the ICS Cybersecurity TCX.

3. Scope.

a. The ICS Cybersecurity TCX has been established in accordance with ER 1110-1-8158.
Per reference (b), U.S. Army Engineering and Support Center, Huntsville has been designated as
the headquarters for the ICS Cybersecurity TCX.

b. The ICS Cybersecurity TCX has a military mission focus for ICS Cybersecurity and
ensures that USACE delivers secure facilities to its clients on a reimbursable basis by:

(1) Promoting cybersecurity awareness and providing technical services related to ICS
cybersecurity for:

(a) Military Construction (MILCON) projects;
(b) Sustainment, Restoration and Modernization (SRM) projects, and;
(c) Operations & Maintenance (O&M) efforts;

(2) Assisting HQUSACE in the development of policy, standards, regulations related to
ICS cybersecurity;

(3) Assisting USACE and external organizations in the development and review of ICS
acquisition packages;

(4) Providing technical Subject Matter Experts (SME) for ICS inventory and audits of
facilities as requested, and;
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(5) Assisting USACE and external organizations in the development, review, and
oversight of ICS Risk Management Framework (RMF) execution.

4. Guidance. Coordination with the ICS Cybersecurity TCX is highly recommended for
assistance in addressing and implementing ICS Cybersecurity requirements. The ICS
Cybersecurity TCX may be contacted via e-mail at CEHNC-ICSCybersecuri@usace.army.mil,
or contact Mr. Daniel Shepard, CEHNC-EDS-I, (256) 895-1178.

5. Proponent. The proponent for the ICS Cybersecurity TCX is Mr. Stacey K. Hirata, Chief,
Installation Support Division, CEMP-CI

6. Update. All new requirements will be included in the next appropriate policy document
update prior the expiration of this ECB.

7. Point of Contact. HQUSACE POC for this ECB is Ms. Elaine Wales, CECW-CE, (256)
895-1732.
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